Human Resources – Data Protection

Introduction

The Data Protection Act 1998 came into effect on 1 March 2000.  The Data Protection Act controls the processing of personal data and must comply with the eight data protection principles of good information handling.

Data Protection Principles

· fairly and lawfully processed

· processed for limited purposes

· adequate, relevant and not excessive

· accurate and up to date

· kept for no longer than is necessary

· processed in line with your rights

· secure

· not transferred to other countries without adequate protection

Personal data covers both facts and opinions about the individual. It also includes information regarding the intentions of the data controller towards the individual, although in some limited circumstances exemptions will apply. With processing, the definition is far wider than before. It also incorporates the concepts of 'obtaining', 'holding' and 'disclosing'.

The Human Resources (HR) Unit hold computerised and manual records for staff, potential staff and ex employees.
Retention of Information

Individuals have the right to be advised how the information that they supply to the College will be used and stored and this information is relayed to all staff at induction.
Subject Access Requests

Individuals can ask to see information about themselves that is held on computer and in some paper records. If an individual wants to exercise this subject access right, they should write to the HR office at the College.
A subject access request must be made in writing and must be accompanied by the appropriate fee. In most cases, the maximum fee will be £10, but this can vary, depending on the requested information.  The request must include enough information to enable the College to satisfy itself as to their identity and to find the information.

The College will reply within 40 days of receipt of a request, as long as the necessary fee has been paid.  If the HR Officer is not processing personal information of which this individual is the data subject, the HR Officer must reply saying so.

The Information Commissioner has published guidance on retention times for records held on employees and ex-employees.  The Information Commissioner recommends generally that the retention of records is based clearly on established business needs and not simply that the information might be needed or may come in useful one day.  

The College therefore needs to establish required retention times (which can differ from the guidelines if there is a justified reason for doing so).  A justified business reason will need to be established as to why records are kept longer, or even shorter than the standard guidelines.

Medical forms (pre employment

health assessment)



Until summary record of service made

Criminal forms – declaration form

Until summary record of service made

Disclosure Scotland forms


3 months
Application forms



Duration of employment

References received


1 year or end of employment if sooner
Payroll and tax information


6 years

Sickness records



3 years

Annual leave records


2 years

Records relating to promotion,

transfers or training



Until summary record of service made

References given or information

needed to provide a reference

6 months or end of employment if sooner
Summary record of service

(name, position, dates of employment,

FTE)





10 years from end of employment

Records relating to accidents or

injury at work




12 years

Status enquiries



1 year or end of employment if sooner
Mortgage requests



1 year or end of employment if sooner
Benefit requests



1 year or end of employment if sooner
Time off in lieu/
Leave of absence forms


2 years

Employee payroll data forms

5 years

Self/medical certificates forms

3 years

Family & parental leave forms

8 years/18 years
Jury duty forms



2 years
Expression of wish forms


End of employment
Maternity paperwork


6 years

Employees are responsible for checking that any information that they supply to the College is accurate and up to date and ensuring that any changes are submitted to the College.

Disclosure Scotland – see policy on Disclosure Scotland under Human Resources and Recruitment of ex-offenders under policy No.4.
